5 XX B XX ) w|ofE % W Vol XX No.XX
XXXX EXX H Journal on Communications XX XXXX

H [5] SM2 F1 SM3 EAH) RISC-V ZE RS 4 IR 25 1% it

FHE, SMES, RE=, HLF, TR
e F R R 7 5ilfE LR R, i 100070)

FE . P RIEZIRAIA T G T B ZE w84 5 E IR $UTHCERIER RS, B RSzl 7 —Fhii
FB 254 SM2. SM3 S92 30k Wy [ skt Ab P ) RISC-V SR WAL FRES . iZACFER A B 8 SR AT AL, K
SM2 b T (s afe . AN AS AT PRI C B2 5 DA K SM3 8 R4 it FE B M B A BE AR 4, BT T B
BIG. BRARBIEEIRRIG. 18 Montgomery 36 FL T SM3 ™ R IR 4 it . S 4S RN, Fr I 8] i A%
H1.14ms, ATIEH92.69; SM3 ¥ & R4 B0 58 R AN B 0 2R AR BRAN 75 64 AN Bl A 1A, 7 2814 2] 1240 Mbit/
s; SEIEBUT R NG 2SI 18] 43 )8 2.92 ms 13,40 ms,  F B AT 4> BN 11.77 F113.70. A7 E42 1 17 SM2 A
B, SM3 ¥ 4 LB 72 4 B0 A I FR AT A0, RN BEIE SZ IR N E B B A A I AR SR
ez,

FE4EA: RISC-V; ¥74,; SM2AE; SM3 L Hhabigs

FESHKS: TP332; TP309

NERFRERD: A

doi: TXXB260187

Design of a RISC-V Cryptographic Coprocessorfor the SM2
and SM3 Algorithms

Li Xiuying, E Jiayan, Wu Xiuyun, Yang Yatao, Li Zhaobin

Department of Electronic and Communication Engineering, Beijing Electronic Science and Technology Institute, Beijing 100070, China

Abstract: To reduce the computational cost of digital signature algorithms on resource-constrained embedded platforms,
a RISC-V cryptographic coprocessor was designed and implemented. A hardware-software co-design method was ad-
opted. The key finite-field operations in SM2 scalar multiplication and the SM3 expansion-compression process were
mapped to custom coprocessor instructions. A modular add/sub unit, a dedicated prime-field modular multiplication unit,
a general Montgomery modular multiplication unit, and an SM3 expansion-compression unit were designed to accelerate
the core computations. Experimental results showed that a minimum scalar multiplication time of 1.14 ms was achieved,
with an AT value of 2.69. A single message block was processed by the SM3 expansion-compression unit in only 64
clock cycles, and a throughput of 1240 Mbit/s was achieved. Complete digital signature generation and verification were
completed in 2.92 ms and 3.40 ms, respectively, with corresponding AT values of 11.77 and 13.70. The proposed ap-
proach improves the execution efficiency of SM2 scalar multiplication, SM3 expansion-compression, and digital signa-
ture generation and verification, and provides a practical reference for the engineering implementation of Chinese na-
tional cryptographic digital signature algorithms in resource-constrained scenarios.

Key words: RISC-V, digital signature, SM2 algorithm, SM3 algorithm, coprocessor

iR EE: XXXX-XX-XX: EEHEH: XXXX-XX-XX

BIEEE: BV, yy2008@163.com

EEWA: bt AARFAREIH (No.L251067) ; [ 5 A4 R BHE I H (N0.2025-Z-009) 5 o SR i HE AR 55 9 4 T 58 4
(N0.3282025045)

Foundation Items: Beijing Natural Science Foundation (No.L251067), Science and Technology Project of the National Archives
Administration of China(No.2025-Z-009), Fundamental Research Funds for the Central Universities (N0.3282025045)



.2.

5

hallis

{18 XX

B

0 3|5

EEETHEBAR, PR E AR & A
IE. SRR FPHE, BONR S AR
MW EEFR, JZMNHTM RS 6
Aumbe N EREMEEE I Tk H S 5. AR E
T35 i 2 rh,  SM2 R SM3 52035k J2 ) it 1 35 %
TR, HIUA L7 L. At
oAl PR A s R R AR I [ et . AR RS
PR IEMER S, ABAE SR IR & BT AR
i LR SL v Ry, (RIE A, RyEMEA
T RMEAR. M, B R R A R
TEPE HERERN VR 2 R AR AT T, &R
BRG] A RS T EInE g

RISC-V 5 & L QL R IO v i etk , %5
B S92 3R A 25 45 T T A I g B A T R 0 ) A &R
£ At . Nuclei! ) NICE (Nuclei Instruction Co-unit
Extension) #1532 [ 1 Rocket 14 Z22fF] RoCC (&
PO SR A BRER Y R, (T L S
A EEZR BN E A HE LS R G . A RISC-V 1k &
W R IR B B T A A0 32 I g ] A
AR, BRZ X SM2 RERIEH ML HIES: A
EEXE SM3 R 48 SR E R A . FEOTHT %4
T3 FE VAR IR R A R

B 5F bk e R, A ST ) SM2 R SM3 B
i 7 —Fh RISC-V H i b B 2%, T SEHLE UK
TR T, SRt BB B 2 44 A s AT 28
R, RXWEETTERW T .

(1) it 7 —FhFeF RISC-V HAEF P [F] ) SM2
FTSM3 I 224 o 1% R A B Ife . AN 98 R SM3
PR R 45 45 AR E I B VR WL AR B, K P
e, bR, RIS SRR S5 AR R B A B 2
AT, NI G A Bl S B Sk P B VR 4

(2) FIEE T 2T RISC-V HI M W AL EE A% o 1] 7]
SM2 FHUFIE 5, Wit TR, & AU SR AN
18 FHl Montgomery 1 e §5 & M F LT 456 256 fif
KB A A, ot 78, 5k, #us g
ftg 4. mMAWEEY BSR4, Wit 7 SM3
P RIEARTR AR oT, DA & SMB3 TR

(3) 7E Xilinx Artix-7 FPGA “F- & - 58 i P &b 71
AL GO TIGLE R, BT AR AR
SEI Y Montgomery Ladder b & 3 flIE 2l & 1 b &=
T I} 18] 43 51 9 2.04 ms F11.14 ms, AT {H™ (Area-

Time product, B Y51 F 5 1€ TS [ e D 7353 4
4.81 M12.69; SM3 3™ i [ 45 51 oo AL LA AN 2L 70 2
(X 64 AN 391, 70k 54 H] 1240 Mbits; 5
BT A R 2 AT 73790 9 11.77 F113.70, 44
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AR e . %07 B HE A T ER SN
HIRFEEANE L AR lL B . SRS e i)
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4 p; aibj;

5) end for
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10) end for
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6) end for
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9) end if
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y
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U, =X2;U,=X,Z},
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(1) 13N E HE %
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BE3  Jacobian A4 kR T IIE B E I H L

WA k= (kp=+kyko)y P = (xpyp)w

it 0=k - P:(XQ’)’Q)

V) W E A s SR T [1],..., T[2" - 1];

)0« 0,i<1[-1;

3) whilei = 0 do

4)if k, = 0 then

#(4)

5) QO < PointDouble (Q);

6)i<i-1;

7) else

8) LI LAk, 45 BRI AF R & I L ;

9) 114 L X PointDouble (Q);

10) O «— PointAdd (Q,T[L]),i < i-L;

11) end if

12) end while

13) O < Jacobian AL R FE 77 5 AL b,

(2) Montgomery Ladder 7%
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It 0=k - P=(xp0)

DR, < 0,R, < P, bp,,eV —0;

2) for i from 255 down to 0 do
3)b,, <k
4) swap_signal < b_,, Db

prev >
5) 1R swap_signal 2T R ,R | ;
6) R, < PointAdd (R, R, );
7) R, < PointAdd (R,);
8) b, < b
9) end for
10) R4 b, ZHR R, 5
11) Q «<—Jacobian AL bR 1] 5 AL R,
SM3 B ST AOL LIt
SM3 B AL B FE /N T 2% A2 HVE B M, Hir
256 fr i, HisFmR s BEHR . WEY R
FEAHIEAR . HEY A 4B TR B X RN
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1)(4,B,C,D.EF.GH) «— V';

)Wy, W BNE A4 W [0..15];

3) forj from 0 to 63 do

4) MRAE A0 O A A A AR R T W,
mw/,

5) ¥ ¥1A,B,C,D,EF,G,H ;

6) if j <52 then

7 AR R R, RS O A
1725

8) end if

9) end for

10) VU* D «— yO®(4,B,C,D,E,F,G,H);

4 RISC-V Zriih4bE 3 %1t

4.1 RISC-V BE XLt
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AT E 8 AR IR 1R .

1d cp Hst cp¥E2H T8N A7 5 b H 4 2
B PRI S e, SIGIN 32 A B4R 5 256 fr K% 2 R 1)
B AE S . mov_cp Al swap cp 54 Tt 4b ¥
a5 AT A A B R R s A kAR as e, DA
KT bR Bl K IT4H o

SM2 AH G HE A 45 L A P AL 48 4 sm2_p_
mmul. Montgomery 1 €454 sm2 mgm mmul. &

T ¥ 4 sm2 _madd F1 455 9% $§ 4 sm2_msub. £ 0 -
£ s R b B TS5 v 2 A8 AT R AR A R B e i, il
VA IR E I E AR A S HE . SM3 & H 4
4 sm3_ce Fl T8 BUH B R 5 E4IER, HER
5 [ B b B 35 P A A A HE

42 HRIEEREIT
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BT 2 [ RISC-V AL B 28 45 0y, A S i 1) [
TR N BT T R IR AR EE A, P AbEE
BRI TR

FARFR AR R 1 E B AR A G R IETE HE T
AFRAR S, EHIRRD ST E R AR BB AF
2B, FFEA TR & FHATEEE H OOIRZS H b e
L RELURS . Ak 256 b KB R4S, B
Ab BE A A A B2 A AT AE 9 B B A A7 A8 00 B
Ko FRA V) I A7 4 I 2 58 B AR A 4, P 1) 0
PR AT BR IO A AR A WA o
SRR, LTRLPRBEEHE . R H] B0 57 T
BUr N HIWT . $84 K5 AIZE Bk [a]

AL T 235 B 32x256 in. 175 2 L % A7 Ae HE
T SM2 kot &« s is H b () 45 & J SM3
25, Jdid a7 a8 U7 sk b R s . 5
[ A UG A7 B3R . H T 200 A7 fid ol 8% O 32 4 5
M PN 38 B8 DA 256 1o Z4m o pr B, Hdl n #1051
BTG A BT 5E R 32 AL R 5 256 1 R H 2 1] [ 43 Al
Pz,

EHEPAT RIS PO . & R R
JG I 7] SM2 2% i By s i vt, AT SC8e i
& R R BRI E R T T BB Y
(388 FH A SR A5 AR /ASL YR R e T PR 3k A

=1 BHEXIES
REBIEHF funct? rs2 rsl rd TheHg
1d_cp 0000101 TE5 T4 A Hitz 5l SRR T =N N G R R
st cp 0000110 3 Tt WAERE L H Bzl P S B A A7 2 U A i 1 ] 9 A7
mov_cp 0001001 VAR R RS BN ] TE PR B A7 35 2 AT B e
swap_cp 000011x FHBRG 2 THEBRIT IR REF AR MU R
sm2_p_mmul 0000000 FeH B 25 FeAL A R R AT — U SM2 Z KA P ek
sm2_mgm_mmul 0000001 FeH B %5l T ARG 2R R AT — X Montgomery 1 FEiz &
sm2_madd 0000010 ik el Moz sl E P ] PAT— K BINiZ &
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